Verification Status Report
Date: 17-10-2025

S. No. Vulnerabilities
vinerabiiitt Status Remarks
1 - —
Cross Site Scripting Closed B
2 TP B f
0] rute force Closed N
3 Insecure Direct Closed .
Object Reference
4 OTP Flooding Refer to Level-1
Open
report
5 Weak Password Policy Refer to Level-1
Open
report
6 Improper Session Timeout Refer to Level-1
Open
report
7 Cleartext Submission of Password Refer to Level-1
Open
report
8 Vulnerable and Outdated )
Components Closed Risk Accepted
9 Server Version Disclosure
Closed --
10 Lack of Security Headers Misconfigured
Open Content-Security
Policy
11 Security Logging and Monitoring o Refer to Level-1
Failure pen report
12 Captcha not Implemented Refer to V-1 report
P P Open P
13 Email Harvesting Refer to Case-I below
Open




Case I: Email Harvesting

Step I: We observed that emails are not in the customized format, as shown in snapshot
below:
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Sr.No. Officer Name Designation Tel No FaxNo  Email ‘About Department
1 Sh. Nikhil Kumar, Secretary/State 23392017 23392464 | pshealth@nic.in .
IAS Appropriate Authority Who's Who
2 Sh. Danish Ashraf Special Secretary, Organ 23392019 - spl-secyh@delhi.gowv.in
1AS Transplant
3 Dr.Satyajit Kumar State Nodal Officer 23813477 - cmopndt@gmail.com

(Organ Transplant Cell)

4  Sh.Sharat Kumar Deputy Secretary, Organ 23391901 - deputysecretarymedical@gmail.com
Transplant
5 Sh. Vineet Saxena Assistant Director (IT) 23392081 - itbranch-hfw@delhi.gov.in
6 Sh. Shivam Technical Officer (IT) 23392081 - itbranch-hfw@delhi.gov.in
Kumar

Chaudhary







