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S. No. Vulnerabilities 
Status Remarks 

1 Cross Site Scripting  
Closed -- 

2 OTP Brute force 
Closed -- 

3 Insecure Direct  

Object Reference 
Closed -- 

4 OTP Flooding 
Open 

Refer to Level-1 

report 

5 Weak Password Policy 
Open 

Refer to Level-1 

report 

6 Improper Session Timeout 
Open 

Refer to Level-1 

report 

7 Cleartext Submission of Password 
Open 

Refer to Level-1 

report 

8 Vulnerable and Outdated 

Components Closed Risk Accepted 

9 Server Version Disclosure 
Closed -- 

10 Lack of Security Headers  

Open 

Misconfigured 

Content-Security 

Policy 

11 Security Logging and Monitoring 

Failure  Open 
Refer to Level-1 

report 

12 Captcha not Implemented 
Open 

Refer to V-1 report 

13 Email Harvesting 
Open 

Refer to Case-I below 



Case I: Email Harvesting 

Step I:  We observed that emails are not in the customized format, as shown in snapshot 

below: 

 

 

 

  



 

 

 

 

 


